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SYSTEM OF COUNTERACTION TO LEGALIZATION (LAUNDERING)
OF PROPERTY OBTAINED BY CRIMINAL MEANS THROUGH VIRTUAL
ASSETS: CHALLENGES AND MECHANISMS OF IMPROVEMENT

The article considers the problems of legalization (laundering) of proceeds from
crime through the use of virtual assets and, in particular, suggests ways to improve.
The topic is because virtual assets can be used in the process of legalizing (laundering)
property obtained by criminal means. The main challenges caused by globalization
and the development of blockchain technologies, which ensure the anonymity
of financial transactions and complicate state supervision, are analyzed. Particular
attention is paid to the current state of legal regulation in Ukraine, particularly
the Law "On Virtual Assets" and its problematic aspects.

The key elements of the system of combating the laundering (legalization)
of property obtained by criminal means with the help of virtual assets are defined,
among which: 1) regulatory and legal support (legislation regulating the circulation
of virtual assets and preventing their use in criminal schemes; 2) financial monitoring
system — detection of suspicious transactions and analysis of sources of funds;
3) institutional mechanism — the activities of public authorities to prevent money
laundering; 4) interdepartmental and international cooperation — coordination
of actions and exchange of information between financial monitoring bodies, state
institutions and international organizations.

The opinion was expressed on the need to adopt and regulate the market
of virtual assets, constant improvement of the state policy to counter the legalization
of property obtained by criminal means, regular training and training of employees,
interdepartmental and international cooperation, as well as the use of innovative
technologies and digital tools. The implementation of these measures will be
an important step in strengthening the national financial monitoring system, which
will significantly increase the effectiveness of the fight against financial crimes, in
particular, money laundering and other criminal schemes related to the use of virtual
assets. This will also significantly improve the process of detecting suspicious
transactions in the early stages.

Key words: legalization (laundering) of property obtained by criminal means,
legalization through virtual assets, counteraction, virtual asset, digital currency,
digital asset, cryptoassets, cryptocurrency.

Herrap P. O. Cucrema mnporuaii Jeranizauii (BigMuBaHHIO) MaiiHa,
0/1epKAHOr0 3JI0YMHHHMM IIUISIXOM 32 J0NMOMOIoI0 BipTyaJdbHHX AaKTHBIB:
BHKJIMKH Ta MeXaHi3MHU BIOCKOHAJIEHHS

VY crarTi po3mIsSHYTO poOiieMaTrKy Jeranizaiii (BiIMUBaHHS ) KOIITIB, 3100y THX
3NI0OYMHHUM IIJISIXOM, Yepe3 BUKOPUCTAHHS BIpTyaJbHUX aKTHBIB, 30KpeMa 3amporio-
HOBAHO LUISXH BIOCKOHAJICHHSA. AKTYyaJIbHICTh TEMH 3yMOBIIEHA TUM, IO BipTYyalbHi
AKTUBU MOXYTb OyTH BHKOPHCTaHI y Mpolieci BAMHEHHS Jieraizauii (BiAMHUBaHH:)
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MaifHa, ONEpXKAHOTO 3JTOYMHHUM NUIIXOM. [IpoaHasi3oBaHO OCHOBHI BHKIIHKH,
CIPUYHMHEH] TII00AII3aIlier0 Ta PO3BUTKOM TEXHOJIOTIH OJOKYEHH, SIKi 320€31euyr0Th
AHOHIMHICTh (JIHAHCOBUX OIEpaIliil 1 YCKIaIHIOWTh nepxkaBHuid Harsia. OcobnrBa
yBara npuijiecHa Cy4acHOMY CTaHy HOPMAaTHBHO-TIPaBOBOTO PETYIIIOBaHHS B YKpaiHi,
30kpema 3akony «IIpo BipTyasbHi akTUBH» Ta OTO MPOOIEMHHUM aCTIEKTaM.

BusHaueHO KIIIOYOBI €leMEHTH CHCTEMHU MPOTHAII BIIMHUBAaHHIO (Jieramizalii)
MaifHa, OJepP)KAaHOTr0 3JOYMHHUM IUISIXOM, 32 JOIIOMOIOI0 BipTyaJbHUX AaKTHUBIB,
cepel sKuX: 1) HOpMaTUBHO-IIPAaBOBE 3a0e3MeUeHHs (3aKOHOAABCTBO, SKE PETYIIOE
00ir BIpTyaJbHHX aKTHBIB 1 3amo0irae iX BHKOPUCTAHHIO B 3JIOYMHHHUX CXEMaX;
2) cucrteMa (DiHAHCOBOTO MOHITOPUHTY — BUSIBJICHHS MMiI03PUIUX TPaH3aKIIiK 1 aHAITI3
JOKepell KOMTIB; 3) IHCTUTYIIHHUE MeXaHi3M — TisUTbHICTD OPTaHiB IepyKaBHOI BIIAIH
JUTS 3a1100ITaHHS BIIMHBAHHIO JOXOJIB; 4) MIXKBIZIOMYa Ta MI>XXHAPOJTHA CITIBITPALIST —
KOOPJUHAIIIS AiK 1 0OMiH iH(popMaIli€ro Mk opranamMu (piHAHCOBOTO MOHITOPHHTY,
Jep>KaBHIMHI YCTaHOBAaMH Ta MIKHAPOIHUMH OpTaHi3allisMH.

BucnosneHo gyMKy npo HEOOXiAHICTh MPUHHATTS Ta BPETYIIOBAHHS PUHKY Bip-
TyaJIbHUX aKTHBIB, MMOCTIMHE BJIOCKOHAJICHHS JEP)KABHOI MONITHKU MIONO MPOTHIIL
Jeranizaiii MaifHa, OTPUMaHOTO 3IOYMHHUM IUIIXOM, PErYJIsSpHE TiIBUIICHHS KBa-
mighikarii Ta HaBYaHHS CHIBPOOITHUKIB, MIKBIJIOMYa Ta MIXHApOJHA CIIBIpalls, a
TaKOXK BUKOPUCTAHHS IHHOBALIHHUX TEXHOJIOTIH Ta u(POBUX IHCTPyMEHTIB. Bripo-
B DKCHHS IIUX 3aXO0/1B CTAHE B)KITMBIM KPOKOM Y 3MIIHCHHI HAIliOHAJIHHOT CHCTEMU
(hiHAHCOBOTO MOHITOPHHTY, 1[0 3HAYHO M1 IBUIIUTH ¢()EKTUBHICTH OOPOTHOM 3 (hiHAH-
COBUMH 3JIOYMHAMH, 30KpeMa 3 BiJIMUBAHHSIM KOIITIB Ta IHITMMH 3JTOYUHHUMH CXe-
MaMH, TIOB'SI3aHAMH 3 BUKOPHUCTAHHSIM BipTyalbHUX aKTUBIB. Lle Takok HO3BOIHUTH
CYTTEBO TIOKPAIIUTH ITPOIEC BUSABJICHHS IT1I03PITINX ONEpalliid Ha paHHIX eTanax.

Knrouoei cnosa: necanizayis (8iomueanns) maiind, 00epircano2o 3N04UHHUM WS-
XoM, ne2anizayisi 3a 00NOMO20I0 GIPMYANbHUX AKMUBIE, Npomudis, cucmema npo-
muoii, gipmyanvHull akmus, yupposa eaioma, yupposuii akmue, KpUnmoaxmusl,
KpUnmoeanioma.

Introduction. In the current development of Ukraine, financial security is a key element of
economic security, which, in turn, serves as the foundation of the national security of any state.
"Laundering" of proceeds from crime directly or indirectly affects all the main components of the
financial system of our state. The consequences of the legalization of illegal income go far beyond
economic losses: losses from primary crimes are growing, and the incomes of criminals contribute
to the further expansion of their influence. In addition, money laundering can lead to other serious
threats, such as increased levels of corruption, increased organized crime, and increased economic
and political influence on the state [1, p. 71].

In Ukraine, the issue of effective regulation of the virtual asset market is of particular rel-
evance since they have gained significant popularity among the population. Because virtual asset
transactions occur online, they leave no or only minimal documented evidence, making them much
more difficult to investigate. Thus, virtual assets open up opportunities for money laundering and
terrorist financing, which criminals can easily use. Their digital nature, ease of transmission, ano-
nymity due to lack of identity requirements, and decentralized nature make virtual assets attractive
for illegal activities.

Analysis of recent research and publications. General issues of the effectiveness of
counteracting the legalization (laundering) of proceeds from crime and the reform of the sys-
tem were considered in the works of various scientists, such as Reznik O.M., Dudorov O.0.,
Tertychenko T.M., and. S. Kundelskaya, M.A. Pogoretsky, However, despite the presence of a sig-
nificant number of studies, the issue of the anti-money laundering system with the help of virtual
assets is hardly investigated, which indicates the relevance of further research in this area and the
need to improve the system and countermeasures.
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Statement of the task. Analyze the system and measures to counteract the legalization
(laundering) of property obtained by criminal means using virtual assets and formulate proposals
for its improvement.

Research results. Legalization (laundering) of property obtained by criminal means, like
many other transnational crimes, is a negative consequence of globalization processes. In this con-
text, Ukraine's integration into the world community, along with undeniable advantages, requires
significant efforts to counter various types of criminal activity, in particular the legalization of
illegally obtained property [1, p. 9].

Virtual assets, as an innovative tool for financial transactions, have unique characteristics
that significantly complicate their control and regulation. Blockchain technologies, the anonymity
of transactions and the absence of centralized control bodies create attractive conditions for crimi-
nals seeking to legalize illegally obtained funds. Of particular concern is the fact that such actions
often remain outside the traditional control mechanisms, complicating the work of law enforce-
ment agencies. In particular, in the 2024 report entitled "Global Index of the Introduction of
Virtual Assets," Ukraine was ranked 6th among the countries of the world in terms of the adoption
of virtual assets. This is due to the significant volume of transactions carried out on centralized
virtual asset platforms. At the same time, such high rates may be associated with their use in illegal
activities [2, ¢. 126].

As you can see, in Ukraine it is necessary to strengthen monitoring of activities related to
virtual assets, since there is a high level of adoption of virtual assets among the population, as
well as significant volumes of transactions, emphasizing the risks of using virtual assets for illegal
purposes. Under such conditions, the national system of counteracting the legalization (laundering)
of proceeds from crime becomes of particular importance. Its effective functioning will significantly
reduce the risks associated with terrorist financing and money laundering.

Inouropinion, the key elements ofthe system of combating laundering (legalization) of property
obtained by criminal means through virtual assets are: 1) regulatory and legal support (specialized
legislative and by-laws that regulate the circulation of virtual assets, establish requirements for the
transparency of financial transactions and prevent the use of these assets in criminal schemes);
2) financial monitoring system (detection of suspicious transactions with virtual assets, analysis
of the sources of origin of funds and recipients, as well as identification of risks in cross-border
transactions); 3) institutional mechanism (activities of authorized state authorities for regulation and
supervision in the field of prevention and counteraction to legalization (laundering) of proceeds from
crime); 4) interdepartmental and international cooperation (coordinated activities and exchange of
information between financial monitoring bodies, state institutions and international organizations,
such as the FATF, aimed at developing international standards for regulating operations with virtual
assets, as well as the exchange of data on suspicious transactions and suspected criminal activities).

The legislation of Ukraine in the field of virtual assets is based on the Constitution of
Ukraine, international treaties ratified by the Verkhovna Rada, the Civil Code of Ukraine, the Law
of Ukraine "On Prevention and Counteraction to Legalization (Laundering) of Proceeds from
Crime, Terrorist Financing and Financing of Proliferation of Weapons of Mass Destruction," as
well as other laws and regulations adopted for their implementation.

The Law of 06.12.2019 No. 361-IX "On Prevention and Counteraction to Legalization
(Laundering) of Proceeds from Crime, Financing of Terrorism and Financing of Proliferation
of Weapons of Mass Destruction" establishes a legal mechanism to prevent and counteract the
laundering of proceeds from crime, financing of terrorism and proliferation of weapons of mass
destruction.

As a result of the analysis of the provisions of the Law "On Virtual Assets," a number of
problematic aspects have been identified that confirm its normative imperfection and insufficient
level of legal certainty of certain norms, especially in the context of modern changes in the sphere
of circulation of virtual assets. Negative, in our opinion, is that the law has not yet entered into
force. This situation is due to the fact that, in accordance with its transitional provisions, the Law
will come into force only simultaneously with the entry into force of the draft law "On Amendments
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to the Tax Code of Ukraine on Taxation of Turnover of Virtual Assets in Ukraine" registered in the
Verkhovna Rada of Ukraine in 13.03.2022 under No. 7150.

The lack of clear legislative regulation in the field of virtual assets greatly complicates
the creation of a transparent and stable market, especially an effective system for countering
their criminal use. Such legal uncertainty creates additional risks for investors and users of
virtual assets, which, in turn, may hinder the development of this market.

That is why there is an urgent need to adopt an appropriate bill that will ensure the launch
of a legal and transparent virtual asset market. This, in turn, will significantly strengthen the
competitiveness of Ukraine in the global market of services related to their turnover.

Financial monitoring is a key element of the system of counteraction to financial crimes.
Its essence lies in the activities with assets associated with the relevant participants in the
financial transactions that carry them out, subject to the risks of using such assets for the
purpose of legalization (laundering) of proceeds from crime, financing of terrorism and/or
financing the proliferation of weapons of mass destruction, as well as any information about
such actions or events, assets and their participants [3].

The financial monitoring system in Ukraine is based on an operational exchange of
information between financial monitoring entities, such as banks, financial institutions, and
other organizations that carry out financial transactions, and specially empowered agency of
the executive authorities for financial monitoring [4, c. 255].

The national financial monitoring system operates at two levels, combining primary
and state financial monitoring. The first level, or primary financial monitoring, includes a
set of measures taken by the subjects of primary financial monitoring and aimed at fulfilling
the requirements of legislation in the field of prevention and counteraction. State financial
monitoring covers the implementation of measures and actions aimed at collecting, processing,
and analyzing information on financial transactions.

According to paragraph 45 of Article 1 of the Law of Ukraine "On Prevention and
Counteraction to Legalization (Laundering) of Proceeds from Crime, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction," primary financial monitoring is
a set of measures taken by the subjects of primary financial monitoring and aimed at fulfilling
the requirements of legislation in the field of prevention and counteraction.

The subjects of primary financial monitoring include: banks, insurers (including those
engaged in reinsurance), insurance and reinsurance brokers, credit unions, pawnshops and
other financial institutions, payment system operators, professional participants in organized
commodity markets, as well as professional participants in capital markets, with the exception
of persons involved in the organization of trade in financial instruments. Also, this category
includes operators of postal services that provide financial payment services or services for
foreign exchange transactions, branches and representative offices of foreign companies
providing financial services in Ukraine, and other legal entities defined in the legislation.
A special subject of this monitoring is service providers related to the circulation of virtual
assets.

State financial monitoring is a set of measures taken by the subjects of state financial
monitoring and aimed at fulfilling the requirements of the Law "On Prevention and
Counteraction to Legalization (Laundering) of Proceeds from Crime, Terrorist Financing and
Financing of Proliferation of Weapons of Mass Destruction" and other legislation in the field
of prevention and counteraction) [3].

The subjects of state financial monitoring include the National Bank of Ukraine — the
central executive body responsible for the development and implementation of state policy to
prevent and counter legalization (laundering) of proceeds from crime, as well as the financing
of terrorism and the proliferation of weapons of mass destruction, the Ministry of Justice
of Ukraine, the National Securities and Stock Market Commission, the Ministry of Digital
Transformation of Ukraine and a specially authorized body (the State Financial Monitoring
Service of Ukraine).
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In modern conditions, the problem of establishing effective cooperation between law
enforcement agencies, financial institutions, and state bodies that control financial flows is of
particular relevance.

Interaction between law enforcement agencies is an important component for effectively
combating criminal offenses, including crimes related to the circulation of virtual assets. This
interaction involves the implementation of joint activities and actions organized by legislation and
specific regulations.

L.T. Ryabovol identifies several key areas of collaborative measures among law enforcement
agencies that enhance the effectiveness of combating crime. These include: 1) information
exchange — law enforcement agencies should share data related to crime-fighting within their
authority and capabilities. This enables a rapid response to emerging threats and fosters coordination;
2) studying and sharing best practices — it is essential not only to adopt the cooperative experiences
of various state bodies but also to actively exchange them to improve practices; 3) establishment
of joint investigative and operational teams — to address specific criminal offenses, specialized
teams must be formed that combine the resources and expertise of different law enforcement
agencies; 4) development of joint regulations — the creation and endorsement of guidelines and
recommendations that facilitate streamlined interaction among law enforcement agencies and
enhance their overall effectiveness [5, p. 75].

Participation in international initiatives aimed at combating financial crimes and
strengthening transparency contributes to strengthening the reputation of the state and the
formation of confidence in it by the global financial community. International cooperation in
the field of financial monitoring plays a key role in solving problems related to global financial
interdependence, countering transnational financial crimes, and ensuring transparency, stability,
and integrity of the global financial system.

The priority, in our opinion, is to develop common, clear, and transparent criteria for iden-
tifying transactions with virtual assets that are subject to financial monitoring, as well as to deter-
mine effective mechanisms for transmitting information about such transactions. This approach
will increase the transparency of financial processes and ensure timely detection and prevention of
potential threats associated with the use of virtual assets.

Subjects acting in accordance with the law and empowered to prevent and counter, must
have legal, financial, technical, analytical, communication, ethical knowledge and skills that allow
you to interact with the complex field of financial security and legalization of property, ensuring a
high level of efficiency and responsibility in the performance of their tasks [6, p. 151].

It should be noted that law enforcement agencies lack specialized knowledge of working
with virtual assets. Law enforcement agencies face challenges in the field of virtual assets due to
the lack of specialized knowledge and skills to effectively investigate offenses related to these
technologies.

Lack of proper training makes it difficult to detect and counter crimes related to virtual assets,
such as money laundering and terrorist financing. To increase the effectiveness of law enforcement
agencies in combating crimes related to virtual assets, it is necessary to provide them with special-
ized knowledge and skills, as well as to implement relevant international standards and practices

Understanding blockchain technology is a key element for improving the efficiency of law
enforcement in modern conditions. A blockchain is a distributed database or decentralized registry
that functions through the sharing of nodes in a computer network. The main importance of this
technology in virtual asset systems is to create a secure and decentralized mechanism for fixing
transactions. At the same time, the range of its application is much wider than exclusively in the
field of virtual assets. Despite the possibility of storing various types of data, blockchain is most
often used to document transactions, acting as a reliable register of financial and non-financial
transactions. [7, p. 193].

The use of modern technologies and software plays a crucial role in countering the legal-
ization of property obtained by criminal means through the use of virtual assets, which, due to
their decentralization and anonymity, have gained popularity among attackers. In this regard,
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technological tools are becoming an integral part of an integrated approach to combating illegal
activities.

Law enforcement units that are empowered to prevent and counteract can use the follow-
ing tools to: 1) control financial transactions (modern technologies can quickly process large vol-
umes of transactions, which allows you to identify suspicious or illegal activities); 2) data analysis
(specialized tools provide processing of significant amounts of information, determining trends
and potential threats); 3) integration of artificial intelligence and analytical methods into everyday
work (intelligent systems contribute to the automation of processes for identifying problematic
aspects and potentially illegal activities); 4) optimization of investigations (innovative technolo-
gies can significantly reduce the time required to analyze situations and respond to offenses related
to the use of virtual assets), etc. [8, p. 222].

Conclusion. Thus, the conducted study allows to determine a set of priority measures aimed
at improving the effectiveness of prevention and counteraction to the legalization of criminal
proceeds through virtual assets: adoption and regulation of the virtual assets market, continuous
improvement of state policy to counteract the legalization of property obtained by criminal means,
regular training and training of employees, interdepartmental and international cooperation, as well
as the use of innovative technologies and digital tools. The implementation of these measures will
strengthen the national financial monitoring system and ensure effective counteraction to criminal
schemes related to virtual assets.
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